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Description 
 
 

This guide has the purpose to illustrate a complete step by step example for SSL configuration for OMNIbus 8.1 and 
Netcool/Impact 7.1. Impact UI and Server are installed on the same server. 

 
The versions used within this document to illustrate the steps required were OMNIbus 8.1 FP17 and Netcool/Impact 
7.1 FP 15 but they can be used with any other fix pack versions if further changes to the products won’t state something 

different due to code changes. 
 
 

Configure OMNIbus 8.1 in SSL mode  

 
 

1.  Create object server and add SSL port 
 
For this step edit omni.dat file and set SSL port for the object server definition. 
 

 
 
 

2. Run nco_igen script to generate the interfaces and afterwards start the object server 

 
cd /Miha/opt/IBM/Tivoli/netcool/bin 
./nco_igen 
 

 
 

cd /Miha/opt/IBM/Tivoli/netcool/omnibus/bin 
./nco_objserv -name NCOMS & 
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3. Create OMNIbus certificate for SSL 
 

3.1. Create CMS key database (Acting as Issuing CA): 

 
./nc_gskcmd -keydb -create -db "/Miha/opt/IBM/tivoli/netcool/etc/security/keys/omni.kdb" -pw 
netcool -stash -expire 3660 
 

 
 

3.2. Create self-signed CA certificate: 
 
./nc_gskcmd -cert -create -db "/Miha/opt/IBM/tivoli/netcool/etc/security/keys/omni.kdb" -pw 

netcool -label "CA" -size 1024 -ca true -dn 
"CN=CA,O=IBM,OU=Support,L=IBMRO,ST=Bucharest" -expire 3660 -x509version 3 
 

 
 

3.3. Export the CA Certificate for distribution: 
 

./nc_gskcmd -cert -extract -db "/Miha/opt/IBM/tivoli/netcool/etc/security/keys/omni.kdb" -pw 
netcool -label "CA" -target "/Miha/opt/IBM/tivoli/netcool/etc/security/keys/cacert.arm" 
 

 
 

3.4. Create certificate request for primary ObjectServer: 
 

Note: Label is same as the server name in omni.dat file as is the Common Name (CN) 

 
./nc_gskcmd -certreq -create -db "/Miha/opt/IBM/tivoli/netcool/etc/security/keys/omni.kdb" -pw 
netcool -label "NCOMS" -size 2048 -dn 
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"CN=NCOMS,O=IBM,OU=Support,L=IBMRO,ST=Bucharest" -file 
"/Miha/opt/IBM/tivoli/netcool/etc/security/keys/NCOMS_req.arm" 
 

 
 

3.5. Sign the certificate requests using above created signer certificate label CA: 

 
./nc_gskcmd -cert -sign -db "/Miha/opt/IBM/tivoli/netcool/etc/security/keys/omni.kdb" -pw 
netcool -label "CA" -target "/Miha/opt/IBM/tivoli/netcool/etc/security/keys/NCOMS_req.arm" -
expire 3660 -file  "/Miha/opt/IBM/tivoli/netcool/etc/security/keys/NCOMS_req.arm" 

 

 
 

3.6. Receive the signed certificate in omni.kdb file: 
 

./nc_gskcmd -cert -receive -db "/Miha/opt/IBM/tivoli/netcool/etc/security/keys/omni.kdb" -pw 
netcool -file "/Miha/opt/IBM/tivoli/netcool/etc/security/keys/NCOMS_req.arm" 
 

 
 

3.7. Restart Object server and test SSL for OMNI 
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Configure Netcool/Impact for SSL (ImpactUI and Impact Server installed on same server) 

 
Complete documentation steps: 
https://www.ibm.com/support/knowledgecenter/en/SSSHYH_7.1.0.15/com.ibm.netcoolimpact.doc/ad
min/ssl_for_objectserver_user_authentication.html 
 
For ImpactUI and Server on separate servers the certificates will also need to be exchanged. 
Within this example both components are installed on the same server. Impact server name in this 
example is TBSM. 
 

 
1. To enable SSL, run the following command:  

 
./configImpactSSL.sh enable <keystore password> 
 
Where <keystore password> is the keystore password that is set during the Netcool/Impact 

installation. 
 

 
 

 
 

2. Restart Impact: 
 

 
 

 
 

3. Checking SSL: 
 
/Miha/opt/IBM/tivoli/impact/wlp/usr/servers/TBSM/apps/nameserver.war/WEB-INF/web.xml 

 

https://www.ibm.com/support/knowledgecenter/en/SSSHYH_7.1.0.15/com.ibm.netcoolimpact.doc/admin/ssl_for_objectserver_user_authentication.html
https://www.ibm.com/support/knowledgecenter/en/SSSHYH_7.1.0.15/com.ibm.netcoolimpact.doc/admin/ssl_for_objectserver_user_authentication.html
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https://unmeet1.castle.fyre.ibm.com:9081/nameserver/services 

 

 
 

4. Configure SSL between Netcool/Impact and OMNIbus 
 

4.1. Obtained object server certificate: 
 

/Miha/opt/IBM/tivoli/netcool/etc/security/keys/cacert.arm 
 

4.2. Import the certificate into the Impact Server and GUI Server trust-store. 
 

- on the Impact Server 
 

 
 

 
 

- on the ImpactUI server 
 

 
 

 
 

4.3. Restart Impact: 

https://unmeet1.castle.fyre.ibm.com:9081/nameserver/services
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4.4. Update the $IMPACT_HOME/install/security/impactncos.properties file 
 

- Enter the ObjectServer information. 
- Ensure that the correct port for SSL is used. 
- Set the NCOSSSLEnabled property to true. 

 

 

 
 

 
 

4.5. In $IMPACT_HOME/install/security, run the confAuth4OMNIbus script, then enter the 
enable command 
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4.6.Restart the Impact Server 
 

4.7. Connect to Impact console and in the ObjectServer data source, select the SSL Mode 

check box and check that you are using the appropriate SSL port. Afterwards click Test 
Connection to ensure that you can communicate on the SSL port. 
 

 
 

 
 


